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Supervisory Control and Data Acquisition (SCADA) and automation systems are critical for the
well-functioning of critical infrastructures such as medical and transportation sectors as well as for energy
and water industries. In this context, successful cyber-attacks against critical infrastructures systems, which
may lead to disruption of the controlled process and even physical damage, pose a threat to the industrial
sector and national security. They were built without including security mechanisms within their design
with the purpose of acquiring and monitoring data from field level devices (i.e., sensors, actuators) and
controlling industrial processes. However, before their evolution towards Industry 4.0 and Industrial
Internet of Things (IIoT) concepts, an air-gaped network was considered self-sufficient for ensuring
protection against cyber-attacks. Nevertheless, in the context of their evolution towards the 4™ industrial
revolution, interconnection of these systems with other networks makes them vulnerable to cyber threats
by exposing data to the outside world. Moreover, introducing security while maintaining interconnection
and interoperability represents a major challenge which comes from the multitude of devices and
communication protocols used, especially legacy systems with limited computation resources and
proprietary software, which are unable to support complex operations and management of a large amount
of data. Ensuring seamless data exchange is highly important considering real-time operation and
availability requirements, which are mandatory to be fulfilled and non-negotiable for vital infrastructures.
Therefore, securing SCADA and automation systems in the context of protecting critical infrastructures is
a nowadays challenge and a difficult problem to solve. In this context, the main motivation topic for this
thesis is to provide security solutions for SCADA and automation systems in the context of protecting
critical infrastructures considering current challenges posed by evolution towards IIoT. The motivation of
the author of this thesis, as well as the research objectives and major contributions are addressed in Chapter
1 of the thesis.

Stuxnet [1], Florida Water treatment plant attack [2] and Ukraine electric power utility outage [3],
are just several examples of cyber-attacks against SCADA and automation systems with negative
implications which have emphasized the urgency of implementing cybersecurity measures for protecting
critical infrastructures. Moreover, the increased number of cyber-attacks against SCADA and automation
systems [4],[5] in the last decade along with the integration of physical industrial processes within IloT,
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have raised awareness among the research community and government agencies (e.g., NIS 2 directive [6],
USA National Security Memorandum on Critical Infrastructure and Resilience [7]) in respect to the
importance of securing cyber-physical and industrial control systems [8], [9].

However, the industry is reluctant to replace or update already operation and functional solutions
which are incorporating insecure legacy structures [10], due to cost and intelligent devices lifecycle.
Therefore, the tendency is to employ a non-invasive approach, which requires minimum updates, when
applying interoperation and other Industry 4.0 principles. Vertical and horizontal interoperation is being
obtained usually through gateways or wrappers responsible for vehiculating and translating data of legacy
communication protocols (e.g., Modbus [11], IEC 61850 [12]) towards a unified standardized
communication protocol Open Platform Communication Unified Architecture (OPC UA). Security is
achieved at higher levels through implementation of OPC UA [13] or through various gateway-based
strategies [14]. However, in many cases legacy structures are not subject to sudden changes since they
assure the heterogeneity of existing communication protocols [15]. Moreover, deploying security
mechanisms on low-level resource constrained devices such as PLCs without affecting the normal operation
of the control process is a continuous challenge. Therefore, securing communication between lower levels
of a SCADA and automation system increases complexity and effort in achieving real-time communication
without faults or delays [16].

Furthermore, the vulnerabilities of SCADA and automation systems are present at communication
protocol level, within hardware devices such as PLCs and among the software components used across
control level as stated by a research study [17] exposing them to various cyber attacks such as MITM, DoS
or SCADA communication hijacking [18],[19],[20]. Moreover, secure communication within SCADA and
automation systems is vital for ensuring the authenticity, integrity and confidentiality of the data vehiculated
within different architectural levels while fulfilling availability and timeliness security objectives.
However, insecure legacy communication protocols (e.g., Modbus TCP, DNP3) are widely used nowadays,
despite their lack of security mechanisms. Even for the newer communication protocol with built-in
security, i.e., OPC UA, a research study conducted by the German Federal Office for Information Security
identifies several vulnerabilities for the supported security modes which could allow an intruder to perform
eavesdropping, DoS and session hijacking attacks [21].

These vulnerabilities are the incentive for developing efficient security solutions for SCADA and
automation systems. Employing keyed-hash functions (HMAC) [22] or Adi Shamir method [23] are just
several examples for securing legacy communication protocols addressed in literature. These proposals are
either incomplete, or they introduced delays in communication. Another research direction with respect to
evolution towards IloT focuses on the analysis of introducing new security mechanisms within critical
infrastructures such as digital signatures [24] or blockchain [25]. However, these approaches do not provide
a complete security analysis and feasibility studies in respect to their applicability to legacy structures.
Moreover, other studies show the inefficiency of RSA-based exiting security mechanisms of OPC UA for
lower-level devices [26], which emphasizes the need of resilient and efficient security solutions for lower
architectural levels of SCADA and automation systems. Even though several security solutions are
presented in the literature for securing SCADA and automation systems there are still a multitude of security
gaps and open challenges that need to be addressed properly [27]. Starting with the lack of non-intrusive
security solutions for legacy structures, missing evaluation of their deployment on low memory resourced
and computationally constrained devices used in industry, followed by lack of an in-depth effectiveness
analysis for protection against cyber-attacks and ending up with inefficient security mechanisms for
communication protocols that do not fulfill the need for availability and real-time operation, there is still an
urgent need of developing resilient and complete security solutions for SCADA and automation systems.

Research objectives. In the aforementioned context, considering the state-of-the art research with
respect to vulnerabilities of SCADA and automation systems along with the existing proposals for
protecting them against threat actors, this thesis sets out several research objectives (RO), which can be
summarized as follows:
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RO1. Literature review on nowadays challenges for securing SCADA and automation systems
with focus on related work targeting legacy communication protocols and elliptic curve-
based solutions in the context of IIoT.

RO2. Design, implementation and evaluation of security solutions for ensuring data authenticity
and secure key storage within legacy communication protocols.

RO3. Concept definition and implementation of security solutions for achieving data integrity,
data authenticity and confidentiality based on ECC within SCADA and automation
systems communication network.

RO4. Implementation and performance evaluation of securing OPC UA communication based
on pairings and other relevant ECC-based cryptographic algorithms.

RO5. Deployment and evaluation of the proposed security solutions based on ECC on resource
constrained devices used within industry for feasibility demonstration purposes.

The first research objective aims to study and identify the open challenges with respect to introducing or
enhancing security within communication protocols, IIoT devices and legacy SCADA and automation
structures. Then, the goal of the following objective is to research and define security solutions for ensuring
authenticity and secure key storage within classical communication protocols (i.e., Modbus TCP) targeting
non-invasive cryptographic approaches using trusted platform modules. Further, the thesis pursues the
investigation and development of resilient cryptographic solutions to ensure data integrity, authenticity and
confidentiality based on elliptic curve cryptography (ECC) for protecting SCADA and automation systems
considering the constraints imposed by industry with respect to interoperation and timing requirements.
Another research objective covered by this thesis targets implementation and performance evaluation of
cryptographic methods for newer communication protocols (i.e., OPC UA) used in Industry 4.0 based on
subset of ECC, more specifically methods based on pairing-based cryptography (PBC). The last research
objective is related to deployment and evaluation of one of the proposed ECC-based security concepts on
resource constrained devices (i.e., PLCs) used in industry.

Major contributions. In this thesis, several concepts are proposed for implementing security for
SCADA and automation systems. In particular, the topics addressed are the security of legacy
communication protocols using TPMs, design, evaluation and implementation of elliptic curve
cryptographic methods within SCADA and automation systems, security enhancement of OPC UA
communication protocol using ECC and pairings and integration and evaluation of the ECC-based security
concepts on devices used by industry. In particular, the defined security objectives are achieved via the
following major contributions (MC), which are part of peer-reviewed publications:

MCI. Analysis and demonstration of weaknesses within a legacy communication protocol by
designing and conducting a man-in-the-middle attack on a local SCADA and automation
system setup.

MC2. Design, implementation and evaluation of two methods for providing authenticity of the
data vehiculated through legacy communication protocols using TPMs.

MC3. Concept definition, implementation and evaluation of security solutions for Modbus TCP
based on digital signatures and hybrid encryption scheme using ECC.

MC4. Implementation and performance evaluation of an enhanced OPC UA communication
based on digital signatures using various elliptic curve sizes.

MCS5. Design, implementation and evaluation of pairings for securing OPC UA communication
protocol

MC6. Integration and evaluation of security solutions based on ECC on a setup composed of
PLCs and devices used within industry
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Legacy communication protocols are widely used within critical infrastructures even though they
carry data in plain text or with limited security mechanisms. Therefore, the goal in this case is to emphasize
the weaknesses of insecure classical communication protocols and to demonstrate that devices used within
industry such as Siemens PLCs are indirectly vulnerable to security breaches. The results show that with
expert knowledge a successful cyber-attack is possible. The MC1 contribution is part of the author’s
research paper from [28].

Furthermore, detailing MC2, a cryptographic authentication scheme using TPMs based on two
methods is designed and proposed for providing data integrity and authenticity within Modbus TCP
protocol, which was chosen as a representative of legacy communication protocols since it is the most used.
Nevertheless, the proposed solution can be extended to other legacy communication protocols. Worth
mentioning is that TPMs are integrated within the system architecture of the proposed concepts to
emphasize their advantages for achieving security and maintaining real-time communication of SCADA
and automation systems. For software implementation purposes several open-source libraries are integrated
and configured. Moreover, the evaluation of the proposed concept shows compliance with the
communication timing constraints imposed by the industry. In addition, the attack designed in MC1 is used
to evaluate the security of the implemented concept with respect to protection against MITM attacks. The
MC2 contribution is part of the author’s research paper from [28].

The evaluation and implementation of cryptographic methods based on elliptic curves primitives
is a predominant novel approach for multiple contributions and security solutions for SCADA and
automation systems presented in this thesis. Therefore, concept design and implementation stated in the
contribution MC3, relies on ECC which is chosen since it fits the constraints of low-level devices of a
SCADA/automation network and due to its security capabilities. Two methods for providing authenticity,
integrity and confidentiality of the data exchanged through insecure communication protocols are proposed.
The solution is implemented using Modbus TCP protocol as selected insecure communication protocol,
open-source C language-based libraries which are integrated and configured accordingly in order to allow
deployment on the evaluation setup composed of devices used within industry - low memory PLCs, part of
MC6 contribution. The evaluation consists of measuring the timing execution of each cryptographic
operation for multiple ECC curve sizes. The conducted security analysis concludes that both methods offer
protection against MITM and replay attacks. The MC3 contribution is part of the author’s research paper
from [29].

Integration of novel cryptographic solutions within SCADA and automation systems is a nowadays
challenge due to limited resources and real-time operation requirements. When proposing a security
solution, one must analyze the feasibility of implementation on the targeted system without introducing
delays or affecting its normal operation. Therefore, an experimental system setup is designed consisting of
two Industruino PLCs devices and one MDUNIO PLC, both used within SCADA and automation systems
in industries like water treatment and energy sector. These devices have embedded communication
interfaces used within critical infrastructures such as RS-232, 12C, Ethernet, RS-485 and support Modbus
protocol communication. For each PLC was considered a security controller Optiga Trust X which acted
as a crypto processor and secure key device storage for each Modbus node part of the communication. For
being able to deploy the security solution proposed in the contribution MC3, open-source software libraries
and custom-made libraries running on the PLCs are integrated and optimized. Once integrated on the
experimental setup, the latency introduced by the proposed solution from MC3 is measured and the security
level introduced for each ECC curve used is discussed. The evaluation results show that the implemented
security solution based on ECC for both methods fits the real-time operation requirements and it is feasible
to be deployed on devices with similar memory constraints without causing disruption or affecting the
interoperability of the targeted systems. The MC3 and MC6 contribution is part of the author’s research
paper from [29].

In transition to Industry 4.0, newer communication protocols (e.g., OPC UA) have been developed
with built-in security mechanisms. Nevertheless, since the legacy devices were not upgraded in many cases,
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these security mechanisms are left inactive because they require high computational resources. In this
context, an OPC UA protocol enhancement with ECDSA is designed and implemented in order to provide
data authenticity between a client and a server. For implementation purposes open-source software libraries
for OPC UA protocol and for cryptographic operations are used. In respect to the performance evaluation,
an experimental setup incorporating a PLC with an OPC UA server and a Raspberry PI 4 acting as an OPC
UA client is defined, enabling concept deployment and time measurements. The timing performance on the
experimental setup for various ECC curve sizes used within the authentication scheme starting from 160
bits up to 446 bits is evaluated. The obtained results show that for all evaluated ECC curves, the
implemented concept complies with the timing requirements imposed for OPC UA communication. The
MCH4 contribution is part of the author’s research paper from [30].

Furthermore, following the thread of integrating elliptic curve cryptography within OPC UA
communication protocol, a concept for securing OPC UA client-server communication using pairings,
which are a subset of ECC and are employed in zero-knowledge protocols and blockchain, is designed and
implemented. Pairings were selected due to their unique properties, such as aggregation and small signature
sizes. Two cryptographic schemes for providing data authenticity and integrity based on Boneh-Lynn-
Shacham short signatures (BLS) and BLS aggregated signatures tailored for a SCADA and automation
system scenario are designed and implemented. Further, a tripartite Diffie Hellman (DH) key agreement
protocol based on pairings is integrated and evaluated from a timing perspective for several ECC pairing
friendly curves. In addition, the Elliptic-curve Diffie-Hellman (ECDH) algorithm employed for obtaining
a shared secret and which can be used afterwards for message authentication over an insecure channel is
evaluated from the same perspective as tripartite DH. The proposed concept for all implemented
cryptographic schemes is evaluated on an experimental setup by measuring the duration of each
cryptographic operation. The security level provided by each selected ECC pairing friendly curve in
contrast to additional bytes introduced on the communication channel as a result of signature algorithm
steps is analyzed. In addition, a comparison from timing execution perspective between BLS and ECDSA
is provided considering the results from [30] which is the basis of MC4 contribution. The MCS5 contribution
is part of the author’s research paper from [31].

These contributions are part of this author’s peer-reviewed research papers published or under submission
in journals and conference proceedings. As a summary, the major contributions of this thesis originate
from the following research papers where the author of this thesis is the first author:

e [28] Tidrea, Alexandra, Adrian Korodi, and loan Silea. "Cryptographic considerations for
automation and SCADA systems using trusted platform modules." Sensors 19.19 (2019): 4191

e [29] Tidrea, Alexandra, Adrian Korodi, and Ioan Silea. "Elliptic curve cryptography considerations
for securing automation and SCADA systems." Sensors 23.5 (2023): 2686.

e [30] Tidrea, Alexandra, and Adrian Korodi. "ECC Implementation and Performance Evaluation for
Securing OPC UA Communication." 2023 IEEE 22nd International Conference on Trust, Security
and Privacy in Computing and Communications (TrustCom). IEEE, 2023

e [31] Tidrea, Alexandra, and Adrian Korodi. "Pairing cryptography considerations for securing OPC
UA communication within SCADA and automation systems." (under submission).

This thesis proposes various security solutions suitable for SCADA and automation systems in the
context of protecting critical infrastructures considering current challenges posed by Industrial Internet of
Things and conducts their evaluation with focus on the feasibility to deploy them on industrial devices. As
a summary of the thesis outline, Chapter 1 presents the motivation, research objectives and major
contributions. The remaining chapters of the thesis are structured as follows. Chapter 2 introduces a required
background for the context of this thesis and discusses the relevant related work starting with the identified
vulnerabilities and followed by proposed security solutions. Then, Chapter 3 presents two methods for
securing legacy communication protocols using TPMs while the timing evaluation is performed and
discussed for all cryptographic operations. In the same chapter, a MITM attack is designed and conducted
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on a local SCADA and automation system. Chapter 4 addresses design, implementation, integration and
evaluation of elliptic curve cryptography within critical infrastructures for ensuring data authenticity, data
integrity and data confidentiality. First, in this chapter, is presented a cryptographic authentication scheme
based on ECDSA and a hybrid encryption scheme based on ECIES. Then, follows the integration and
evaluation of these solutions on an experimental setup with devices used by industry. Lastly, an enhanced
security OPC UA protocol based on ECDSA is implemented and evaluated. Chapter 5 introduces pairing-
based cryptography as a cryptographic approach for securing OPC UA communication by implementing
BLS for message authentication, BLS aggregated signatures for a tailored SCADA and automation system
scenario and tripartite DH for key agreement. Chapter 6 incorporates the conclusions of this work and
addresses future research possibilities. The following paragraphs summarize the contributions of this thesis
and highlight the improvements brought to current security solutions existing in the industry or presented
in the state of the art.

Chapter 2 presents first the background information with respect to SCADA and automation systems
evolution and their architecture, followed by the theoretical aspects of elliptic curve cryptography along
with the security properties of the cryptographic primitives used within the proposed security concepts of
this thesis. Then, it identifies existing open challenges in securing SCADA and automation systems and
addresses the relevant related work for the subject of this thesis starting with the vulnerabilities followed
by the proposed security solutions within state-of-the-art research studies. Maintaining availability and real-
time operation while introducing security mechanisms within SCADA and automation systems represents
one of the major open challenges. Moreover, inefficient or lack of non-invasive security methods for legacy
structures and their deployment on resource constrained devices along with additional costs stemmed from
updating the well-functioning industrial control systems with newer, more secure devices, are several
identified gaps which emphasize the urgent need for developing resilient security solutions for protecting
critical infrastructures. Designing such security solutions constitutes the ultimate motivational paramount
of this thesis. However, in order to respond to the urgency of protecting these systems, besides the research
efforts for developing cryptographic algorithms and security concepts, the vendors of devices used in
industrial control systems must consider evaluating and encompassing forms of cryptographic primitives
proposed by literature within their products intended for OT environments.

Chapter 3 presents two methods, part of an authentication cryptographic scheme for securing legacy
communication protocols using the capabilities of TPMs, in order to respond to the security issues raised
by the legacy structures and to the need to develop resilient security solutions for SCADA and automation
systems. The system architecture, abstract view, of the proposed concept with the logical system elements
is shown in Figure 1. First, a MITM attack on a legacy communication protocol is designed and deployed
on a SCADA and local automation system as shown in Figure 2, which contains a real PLC (i.e., Siemens
S7-1200) for emphasizing its vulnerability against cyber threats and indirectly the security weakness of
devices used in industry across different architectural levels. Secondly, as part of the authentication scheme
which uses TPMs, the first method employs HMAC-SHA-256 primitives while the second one is based on
ECDSA ECC-256. These methods are designed, implemented and evaluated on an experimental setup.
Several open-source C language libraries were optimized, updated and integrated in order to allow the
software implementation of the proposed concept. The proposed security concept was evaluated for
protection against MITM cyber-attacks using the same design as the one used on the local SCADA and
automation system. The results obtained show that the proposed security concept is resistant to this type of
cyber-attack and in conjunction with the results of the security analysis achieves the targeted security
properties by providing authenticity and integrity of the data exchanged through the selected legacy
communication protocol. Furthermore, the timing results obtained through measurements conducted on the
experimental setup show compliance with the timing constraints imposed by industry for both proposed
methods. Moreover, the proposed concept leverages the capability of TPMs to store and generate a
cryptographic key in a secure manner, for enhancing the level of security. This advantage constitutes a
strong case for employing TPMs as part of security solutions for protecting critical infrastructures.



Universitatea

Politehnica
IOSUD - Politehnica University of Tmisoara limisoara
Doctoral School for Engineering Studies

Furthermore, all cryptographic operations required within the authentication scheme were performed by
the TPM itself and accessed from the application through a wrapper. The timing results obtained showed
compliance with timeliness and availability requirements, emphasizing the suitability of using TPMs for
introducing security without affecting the normal operation process within automation/SCADA structures.
These aspects make the proposed proof-of-concept a subject of novelty suitable for being implemented and
adopted by industry, especially since it provides the opportunity of reducing the interference on well-
functioning legacy systems by deploying it as an extra communication layer. This statement is supported
by newly developed Kunbus PLC (i.e., released in 2025) designed with a TPM included within its hardware
emphasizing the applicability of the proposed concept within real industrial applications for introducing
security. The content and results presented in this chapter are based on the author’s research paper [28].

) (
——» Send request and response message through
Modbus TCP protocol.
Send TPM commands and receive TPM response
through SPI interface.
\ ~

Figure 1: System architecture of the proposed concept - abstract view [28]

PC with SCADA software

PLC Simatic S7-1200

Modbus TCP/IP Frame

Raspberry PI 3
Figure 2. Real physical setup for deploying Modbus TCP MITM attack [28]

Chapter 4 presents two working security solutions based on ECC for securing legacy
communication protocols and OPC UA, as well as for allowing deployment on widely spread resources
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constrained devices dispersed at lower architectural levels of a real SCADA and automation system while
complying with the timing constraints imposed by industry. The first solution is based on ECC for securing
the data vehiculated through legacy communication protocols with Modbus TCP selected as representative,
with focus on its implementation, integration and deployment on lower-level resources constrained
industrial devices used within real SCADA and automation systems. As part of the proposed solution, two
methods based on ECC are implemented, designed and evaluated with focus on their integration and
deployment on lower-level resource constrained devices. The first method based on ECDSA provides data
authenticity and integrity while the second one based on ECIES provides data confidentiality and integrity
of the messages exchanged between two industrial devices (e.g., PLCs) through insecure Modbus TCP
communication protocol. In addition, an experimental system setup composed of PLCs used in real SCADA
and automation systems, more specifically two Industruino devices and one MDUINO PLCs, is designed
for allowing integration, deployment and evaluation of the two proposed cryptographic schemes. The
experimental setup is presented in Figure 3. Furthermore, a performance evaluation is conducted on the
experimental setup for several ECC curves with various key sizes employed within the proposed message
authentication scheme considering the computational cost, added latency and security strength. As
additional element to the experimental setup, a security microprocessor Optiga Trust X is integrated
successfully for enhancing the security of the proposed authentication scheme as an alternative to a
software-based solution only. For completing the experimental setup, several open-source C language
libraries are optimized and adapted to support the deployment of the security concept.

Figure 3 Experimental hardware setup with PLCs and three Optiga Trust X devices [29]

For both proposed cryptographic schemes, the timing results obtained by conducting measurements on the
experimental setup show compliance with the time constraints imposed by industry within a real SCADA
and automation network with respect to the legacy communication protocol Modbus TCP while being
integrated and evaluated on lower-level constrained Industruino and MDUINO PLCs. Moreover, the results
obtained show that Optiga Trust X provides a lower computational cost and a higher security level than the
software-based ECDSA. However, the ECDSA-based cryptographic scheme was deployed successfully on
the selected PLCs without employing security chips by complying with the timing constraints imposed by
industry. In order to have a complete solution for enabling a secure trusted channel, the authentication
scheme must be executed first followed by the hybrid encryption scheme. However, the two proposed
methods are designed to allow independent deployment considering the security goals of the targeted

8



Universitatea
Politehnica
IOSUD - Politehnica University of Tmisoara limisoara

Doctoral School for Engineering Studies

system architecture. As presented, the security analysis shows that both methods are offering protection
against MITM and replay attacks, while in addition the hybrid encryption scheme provides resistance
against cyphertext attacks. This enforces the strength of the security solution and sustains the achieved
security targets with respect to integrity, authenticity and confidentiality, as presented in the experimental
results. As demonstrated through measurements, the proposed concept fulfills the timing constraints with
respect to legacy Modbus TCP communication protocol of real SCADA and automation systems while
being deployed on lower-level constrained PLCs Industruino and MDUINO. Additionally, it proves the
suitability of integrating and deploying noninvasively the proposed security concept based on ECC on
resource constrained devices already existing in industry without the need of extending the legacy structures
with newer devices or replacing them with secure by design devices which represents a costly and invasive
approach. These aspects, in conjunction with the results of the security evaluation and timing duration, as
well as proven integration on devices used in a real SCADA and automation systems, make this security
solution a novelty with real potential to be adopted and deployed in industry for introducing security based
on ECC among critical infrastructures and extended to other insecure legacy communication protocol
targeting similar security properties. As second security solution based on ECC, the second main section of
this chapter presents a concept for securing client-server communication over OPC UA protocol based on
ECDSA as an alternative to the existing deployed security solution based on RSA, with focus on its
feasibility of integration and deployment on lower-level resource constrained devices used in industry in
the context of PLC-to-SCADA or PLC-to-PLC communication. The main steps of the designed and
implemented authentication scheme for enhancing OPC UA security are shown in Figure 4.

Key pair Key pair

(kPubServerECDSA (kPubClientECDSA,
KPrivServerECDSA) ﬂ kPrivClientECDSA)
PLC with SCADA/HMI

= = OPCUA with OPC UA
Server Client
I support support
mH = Hash(m)
Sign(kPrivClientECDSA, mH)
Concat(m || S)

sendMessageRequest (m || S)

mH = Hash(m)
VerifySign(kPubClientECDSA, mH)

IF signature is not valid
reject the communication sendMessageResponse(error)

ELSE ¥
accept communication
sign response message m
gi;‘n?k';?iig;nn)/erECDSA. mH) sendMessageResponse (m || S)

Concat (m | S) J

Figure 4: OPC UA message authentication based on ECDSA [30]

A performance evaluation of the security solution based on ECDSA and SHA256 primitives is conducted
on the experimental setup, which includes a real industrial PLC, for several ECC curves with various key
sizes. For allowing deployment of the security concept on the experimental setup, several open-source C
language libraries are optimized and adapted. The results obtained through measurements show that all
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selected ECC curves fit the OPC UA communication timing requirements which proves that the proposed
solution is suitable for deployment on resource constrained devices. In addition, the obtained time
measurements and the outcome of the security analysis show that the OPC UA security profile can be
extended to adopt besides NIST P-256 and NIST P-384 the other selected and evaluated ECC curves, which
fit the timing constraints imposed by industry. Furthermore, as demonstrated through measurements, the
proposed concept based on ECDSA complies with OPC UA timing constraints for client-server
communication in the context of SCADA and automation systems or IoT environments while fulfilling
availability and timeliness requirements, proving its suitability for deployment and adoption in real
industrial applications. The content and results presented in this chapter are based on the author’s research
papers [29] and [30].

Chapter 5 presents a security concept based on PBC, which is a subset of ECC, for enhancing the
security of OPC UA client-server communication in the context of PLC-to-PLC and PLC-to-SCADA
communication, with focus on its feasibility of integration and deployment on industrial devices spread at
lower architectural levels of a real SCADA and automation system while complying with timing constraints
of OPC UA and imposed by industry. The first two presented cryptographic schemes, more specifically
BLS authentication scheme and BLS aggregated signatures scheme, provide authenticity and integrity for
the data messages exchanged over the OPC UA communication channel. The proposed BLS authentication
scheme for enhancing OPC UA security was implemented as an alternative to digital signatures based on
RSA employed within OPC UA current standardized version and deployed already on devices used in
industry. In addition, the proposed OPC UA BLS aggregated signatures scheme was implemented as a
security solution for optimizing and reducing the required computational cost for the verification of a digital
signature in a multi-server/client architecture presented for a tailored use case, where an OPC UA
aggregating server is used within the context of a real SCADA and automation system architecture. The
tailored scenario is shown in Figure 5. In this context, the proposed OPC UA BLS aggregation scheme
tailored for a real OPC UA use cases proves the suitability of integrating it within real critical infrastructure
uses-cases by scaling the number of the signers and verifiers to the one required by the targeted OT
architecture. Both solutions are designed, implemented within OPC UA stack and evaluated on the
experimental setup.

PLC with

OPC UA
Field Devices Server ek SCADA/HMI
___________ 4 support SCADAAT T or with OPC UA

PLC with OPC —— :
Client

support

UA Server/Client
support

|
|
|
|
|
| . II
I
|
|
| .
: ~
| ) ; I \ %
| : B —
|
I i %
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|

|

| PLC with Other Industrial protocals
|

U OPCUA
Server < OPC UA protocol >
support

Figure 5: Description of OPC UA communication use case for SCADA and automation systems [31]

The tripartite DH scheme was evaluated since it provides a mechanism for establishing a common
secret key between three devices and due to its usability as basis for further complex cryptographic
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algorithms which can be applied in OPC UA industrial applications. However, even if the results show
compliance with the availability and timeliness requirements of SCADA and automation systems, the
scheme based on tripartite DH requires further updates to incorporate authentication methods in order to be
resistant against MITM attacks. All implemented cryptographic schemes are evaluated with respect to
timing duration and added latency on the OPC UA communicational channel on an experimental setup,
which is designed to emulate a real SCADA and automation system, which include among other embedded
devices a PLC used in industry. In addition, the obtained results show that the proposed schemes based on
BLS signatures provide digital signatures with smaller sizes and higher computational cost when compared
with the solution based on ECDSA from [61] considering ECC curves with similar security levels.
Moreover, the output sizes reflected in added latency on the communication network increases along with
the security level and computational cost for all evaluated curves when the OPC UA security mode is set
to None. For the other two security modes available within OPC UA protocol, when digital signatures based
on RSA are used, the network bandwidth is higher for the same security level than the proposed concept
which employs BLS signatures. Furthermore, based on the timing results obtained, the OPC UA security
profiles can be updated to include all evaluated pairing friendly curves which provide an estimated security
level higher than 100 and lower or equal with 256 along with the proposed algorithms based on BLS as
new security policies. The work conducted in this chapter demonstrates through timing measurements
conducted on the experimental system setup, that the proposed security concept complies with the timing
constraints imposed by industry for OPC UA client-server communication within real SCADA and
automation systems for all implemented cryptographic schemes based on pairing based cryptographic
algorithms and for all evaluated ECC pairing friendly curves. Moreover, the timing results obtained through
measurements on the designed experimental setup associated with the implemented proposed cryptographic
schemes based on BLS, show compliance with timeliness and availability requirements, emphasizing the
real potential of deploying them independently or together in industry within critical infrastructures at lower
architectural levels of a real SCADA and automation system without affecting its normal operation. The
content and results presented in this chapter are based on the author’s research paper under submission [31].

Chapter 6 summarizes the research results presented in previous chapters which were validated
through four research papers where the author of this thesis is the first author.

To summarize, this thesis presents various methods based on ECC and PBC for securing SCADA
and automation systems in the context of protecting critical infrastructures and conducts their evaluation
with focus on the feasibility to deploy them on industrial devices. The contributions of this thesis ultimately
enable security mechanisms which can be introduced by industry to secure SCADA and automation systems
in the context of protecting critical infrastructures, overcoming their limitations with respect to timing
constraints, devices with limited resources and availability requirements while providing interoperation
without disrupting the control process.
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